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[bookmark: purpose]1. Purpose
This risk assessment identifies the main risks faced by the Community Council and sets out the controls and procedures in place to reduce those risks to an acceptable level.
The Council recognises that effective risk management is an important part of good governance and financial management. Risks will be reviewed regularly and appropriate action taken where new or increased risks are identified.

[bookmark: risk-rating]2. Risk Rating
Risks are assessed using the following system:
	Likelihood
	Score

	Rare
	1

	Unlikely
	2

	Possible
	3

	Likely
	4

	Almost Certain
	5



	Impact
	Score

	Minor
	1

	Moderate
	2

	Significant
	3

	Major
	4

	Severe
	5


Risk Score = Likelihood × Impact
	Score
	Risk Level

	1–4
	Low

	5–9
	Medium

	10–16
	High

	17–25
	Very High



[bookmark: governance-and-council-administration]3. Governance and Council Administration
[bookmark: Xb1bd79c566078642983609f2e9bc8b8e3faad7b]Risk: Failure to comply with legislation, regulations or Council procedures
Potential impact:
Legal challenge, financial loss, reputational damage or decisions being declared invalid.
Controls:
· The Council operates in accordance with relevant legislation and guidance.
· Standing Orders and Financial Regulations are reviewed regularly.
· Council policies are reviewed and updated as required.
· Councillors and the Clerk are kept informed of relevant changes in legislation and guidance.
· Appropriate training is undertaken where necessary.
· Professional advice is obtained where appropriate.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: risk-incorrect-or-unlawful-decisions]Risk: Incorrect or unlawful decisions
Potential impact:
Financial or legal consequences and reputational damage.
Controls:
· Decisions are made at properly convened Council meetings.
· Agendas and supporting information are provided to Councillors.
· Minutes accurately record decisions made.
· Declarations of interest are requested and recorded.
· Councillors do not participate in decisions where they have a relevant conflict of interest.
· Decisions are reviewed against the Council’s legal powers and responsibilities.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: financial-management]4. Financial Management
[bookmark: Xc0daf4975d585a7a91c8659d3fc95a655e2abf5]Risk: Loss, theft or misuse of Council funds
Potential impact:
Financial loss and reputational damage.
Controls:
· The Council operates a bank account with an appropriate financial institution.
· Payments are authorised in accordance with Financial Regulations.
· Payments are approved by the Council before payment where required.
· Online payments require appropriate authorisation.
· Bank reconciliations are completed regularly.
· Bank statements are reviewed.
· Councillors have appropriate access to financial information.
· The Clerk/RFO maintains accurate accounting records.
· No cash or cheque transactions are undertaken unless specifically approved.
· Internal and external audits are undertaken as required.
· To appoint a Councillor to oversee finance
· To adopt the use of specially designed accounting software such as Scribe
Likelihood: 2
Impact: 5
Risk Score: 10 – High

[bookmark: X80a0720e0f93757a3356f2310c74dc3d4ff838b]Risk: Incorrect budgeting or inadequate financial reserves
Potential impact:
The Council may be unable to meet its financial obligations or provide planned services.
Controls:
· An annual budget is prepared and approved by the Council.
· Actual expenditure is monitored against the approved budget.
· Reserves are reviewed regularly.
· The annual precept is set following consideration of expected expenditure, reserves and planned projects.
· Significant variances are investigated.
· Financial reports are presented to Council regularly.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: X571afe86b621312ea0d8cccc891dd4529020155]Risk: Failure to collect income or outstanding monies
Potential impact:
Reduced funds available to provide services and meet Council commitments.
Controls:
· Invoices and requests for payment are issued promptly.
· Outstanding amounts are monitored.
· Appropriate action is taken to recover unpaid amounts.
· Income is recorded accurately in the accounting records.
Likelihood: 2
Impact: 3
Risk Score: 6 – Medium

[bookmark: payments-and-procurement]5. Payments and Procurement
[bookmark: X5b5fa2fba93267f4679d5c255380114dd042f03]Risk: Payments made without proper authority
Potential impact:
Financial loss, fraud or breach of Financial Regulations.
Controls:
· Invoices are made available to Councillors for inspection.
· Payments are approved at Council meetings where required.
· Payments are made in accordance with the Council’s Financial Regulations.
· Appropriate separation of duties is maintained.
· Online banking payments are authorised by two authorised Councillors where required.
· Payment records are retained.
Likelihood: 2
Impact: 5
Risk Score: 10 – High

[bookmark: Xaaf539c15214b5f2d70009f563d3ac61397e63c]Risk: Poor procurement or failure to obtain value for money
Potential impact:
Unnecessary expenditure and reputational damage.
Controls:
· The Council follows its Financial Regulations and procurement procedures.
· Quotations or tenders are obtained where appropriate.
· Suppliers are selected based on appropriate criteria, including quality, cost and suitability.
· Larger contracts are subject to appropriate scrutiny and approval.
· Conflicts of interest are declared.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: insurance]6. Insurance
[bookmark: risk-inadequate-insurance-cover]Risk: Inadequate insurance cover
Potential impact:
Council could be exposed to significant financial liability following an accident, loss or claim.
Controls:
· Appropriate insurance cover is maintained.
· Insurance policies are reviewed annually.
· The Council considers whether changes in activities, assets or responsibilities require additional cover.
· Claims are reported promptly.
· Insurance documentation is retained.
Likelihood: 1
Impact: 5
Risk Score: 5 – Medium

[bookmark: council-assets]7. Council Assets
[bookmark: X2ac7086a3d2d0175b6766d9e8627fb09c76249f]Risk: Damage, loss or deterioration of Council-owned assets
Potential impact:
Financial loss, reduced service provision or injury.
Controls:
· A register of significant Council assets is maintained.
· Assets are inspected and maintained appropriately.
· Repairs are arranged where defects are identified.
· Appropriate insurance is maintained.
· Higher-value assets are reviewed periodically.
Likelihood: 3
Impact: 4
Risk Score: 12 – High
[bookmark: Xa0532612635da553db3cb3ee06791770dbfe481][bookmark: X4146895c1de984e49e7d133e2f335f4df9eed1a]
[bookmark: contractors]8. Contractors
[bookmark: Xb922c24c22a90a36793e43ab67996b32da0bd1f]Risk: Contractor causes injury, damage or financial loss
Potential impact:
Injury, property damage, legal claims or additional costs.
Controls:
· Contractors are selected appropriately.
· Public liability insurance is checked where appropriate.
· Contractors are expected to comply with relevant health and safety requirements.
· Written quotations and specifications are obtained for significant works.
· Contractors are monitored where appropriate.
· Appropriate risk assessments and method statements are requested for higher-risk activities.
Likelihood: 2
Impact: 5
Risk Score: 10 – High

[bookmark: health-and-safety]9. Health and Safety
[bookmark: X701ddac187f65ccd101348321a0be31ee6240c5]Risk: Councillor, employee, volunteer or member of the public suffers an injury while undertaking Council activities
Potential impact:
Injury, legal liability and reputational damage.
Controls:
· Appropriate health and safety procedures are maintained.
· Risk assessments are completed for relevant activities.
· Safe systems of work are used.
· Appropriate training and protective equipment are provided where necessary.
· Accidents and incidents are recorded and reviewed.
· Lone working risks are considered where relevant.
Likelihood: 3
Impact: 5
Risk Score: 15 – High

[bookmark: employment-and-staff]10. Employment and Staff
[bookmark: Xe270a532695f5cdaeaa22346586bde20f1e8f00]Risk: Failure to comply with employment legislation
Potential impact:
Employment disputes, financial penalties or legal claims.
Controls:
· Appropriate employment contracts are maintained.
· Payroll and PAYE obligations are completed correctly.
· National Insurance and pension requirements are monitored.
· Relevant employment legislation is followed.
· Staff records are kept securely.
· Appropriate advice is obtained where necessary.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: X39b96eb8edc672ae10b6d711e92392080398b84]11. Data Protection and Confidential Information
[bookmark: X4bbeab6497946ae2002d9bacac04edcf5561506]Risk: Loss, theft or inappropriate disclosure of personal or confidential information
Potential impact:
Data breach, complaints, regulatory action and reputational damage.
Controls:
· Personal information is stored securely.
· Access to confidential information is restricted to those who require it.
· Appropriate data protection procedures are followed.
· Electronic devices and accounts are protected by passwords.
· Important information is backed up.
· Personal information is not retained longer than necessary.
· Data breaches are dealt with in accordance with Council procedures.
Likelihood: 3
Impact: 5
Risk Score: 15 – High

[bookmark: cyber-security-and-online-banking]12. Cyber Security and Online Banking
[bookmark: Xae74003987efbfde12e4a951f10541453d7e1c4]Risk: Cyber attack, phishing, fraud or unauthorised access to Council accounts
Potential impact:
Financial loss, data loss and disruption to Council activities.
Controls:
· Strong passwords are used.
· Banking details are checked before payments are made.
· Two-person authorisation is used for online banking where appropriate.
· Suspicious emails or payment requests are independently verified.
· Software and devices are kept up to date.
· Access to Council systems is restricted appropriately.
· Councillors and staff are encouraged to remain vigilant regarding phishing and fraud.
Likelihood: 3
Impact: 5
Risk Score: 15 – High

[bookmark: records-and-documents]13. Records and Documents
[bookmark: X6b6115ad67381a8b185254f4de7a2526a236f96]Risk: Loss or destruction of Council records
Potential impact:
Loss of important financial, legal or historical information.
Controls:
· Important documents are stored securely.
· Electronic records are backed up.
· Financial and governance records are retained for the appropriate period.
· Access to records is controlled.
· Important paper documents are stored securely.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: business-continuity]14. Business Continuity
[bookmark: X819864285ef41a6198e98a1f8164a14043bf38b]Risk: Clerk or key person becomes unavailable
Potential impact:
Disruption to Council administration, payments and statutory responsibilities.
Controls:
· Key Council information is stored in an accessible and secure manner.
· Appropriate arrangements are made for emergency cover.
· Important deadlines are monitored.
· Councillors have access to sufficient information to maintain essential Council functions.
· The Council considers succession and contingency arrangements.
Likelihood: 3
Impact: 4
Risk Score: 12 – High

[bookmark: reputation]15. Reputation
[bookmark: X765828ce658a9ad6b3a2e158bbd46ad21a341a9]Risk: Damage to the reputation of the Community Council
Potential impact:
Loss of public confidence and reduced engagement with the Council.
Controls:
· Council meetings and decisions are conducted openly and transparently.
· Minutes are published where appropriate.
· Complaints are dealt with fairly and promptly.
· Councillors and staff act in accordance with the Council’s Code of Conduct and relevant policies.
· Conflicts of interest are declared.
· Public communications are accurate and appropriate.
Likelihood: 2
Impact: 4
Risk Score: 8 – Medium

[bookmark: emergency-situations]16. Emergency Situations
[bookmark: Xe92def76fb68f8ac063830b9c35e2e84b5b4c98]Risk: Council is unable to respond effectively to an emergency affecting its activities or assets
Potential impact:
Injury, damage to property, disruption of services or financial loss.
Controls:
· Emergency contact details are maintained.
· Appropriate emergency procedures are established.
· Relevant authorities and emergency services are contacted where necessary.
· Significant incidents are recorded and reviewed.
· Insurance arrangements are maintained.
Likelihood: 2
Impact: 5
Risk Score: 10 – High

[bookmark: review-and-monitoring]17. Review and Monitoring
The Community Council will review this Risk Assessment at least annually and whenever there is a significant change to its activities, responsibilities, assets, staffing or legal requirements.
The Council will consider:
· Whether identified risks have changed.
· Whether existing controls remain effective.
· Whether new risks have arisen.
· Whether additional controls are required.
· Whether any incidents or near misses have occurred.
· Whether insurance arrangements remain adequate.
The Risk Assessment will be formally considered and approved by the Council and recorded in the minutes.

